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Vision
 Externally verifiable untampered code

execution on untrusted legacy host

Execute foo()

x

Trusted machine Untrusted host

Communication link

foo()

x = foo()

Attacker modifies foo()

Attacker prevents invocation of correct foo()

Attacker tampers with foo()Õs execution
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Pioneer
 Establish externally verifiable dynamic

root of trust for:
¥Executable integrity measurement
¥Verifiable executable invocation

 Pioneer allows trusted host to verify:
¥ Integrity of foo()
¥Correct invocation of foo()

 Under controlled conditions, Pioneer
guarantees untampered execution of foo()

 Pioneer is software-based
¥Works on legacy systems
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Reflections
 Software-based approaches desirable

¥ Work on legacy systems

 Load-time attestation does not guarantee run-
time integrity

 Attestation only provides integrity-check
¥ Does not guarantee correct invocation or untampered

execution

 Bind execution to integrity verification
¥ Otherwise we have the time of check vs time of use

(TOCTOU) problem

 CPU-centric approaches preferable
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Assumptions
 Trusted machine knows hardware configuration

of untrusted host
¥ CPU make and model, system bus speed

 Communication channel provides message-
origin authentication

 No proxy attacks

 Untrusted host has single CPU
¥ No SMT, SMP

 For untampered execution:
¥ Executable runs at highest privilege level
¥ Executable does not require interrupt driven I/O
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Attacker Model
 Attacker has full control of untrusted host

software

¥Administrative privileges

 Attacker does not modify hardware of
untrusted host

¥Does not overclock CPU, use faster CPU or

memory, use malicious peripherals or

DMA-based attacks
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Overview of Our Approach

Verification
function

Executable

Challenge

Checksum

Result (Optional)
Trusted machine Untrusted host

Authenticated
Communication link

Hash
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Pioneer Execution
 3 step process

¥ Verification function
verifies itself and
hash function

¥ Hash function
hashes exception
handlers and
Pioneer Verified
Executable

¥ Verified Executable
runs

x86 Platform Exception
Handlers

   Verification
Function

Hash
Function

Verified
Executable

   Verification
Function

Hash
Function

Hash
Function

Verified
Executable

Verified
Executable

Verification
Function

Checksum

Hash Value

Result (Optional)

Challenge
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Verification Function
 Hash function + checksum code

¥Checksum code checks itself and hash
function

 Requirement: need externally detectable
property that changes if checksum forged

 Approach: leverage time as external
detectable property
¥Checksum executes slower if memory

contents differ

 Checksum depends on challenge
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Checksum Function Design
 Keyed checksum

¥ T function as PRG:
x = x + (x2 V 5) mod 2n, x is an n bit value

 Checksum code + hash function
¥ Checksum code checks itself and hash function

 Checksum is function of memory contents,
data pointer and program counter (PC)
¥ Challenge: accessing PC is slow, attacker can

speed this operation up by using immediate

 Strongly-ordered checksum function
¥ Operations must be executed in same order in

which they occur in sequence
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Attack on Partial Memory Verification

 Checksum computed over small part of
memory

 Memory copy attack: attacker computes
checksum over correct copy of memory

      Empty   Code

Malicious checksum
function computes

over correct copy of
checksum function
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Checksum Approach
 Include checksum function execution state

into checksum
¥Include program counter (PC) and data pointer

 In memory copy attack, one or both will
differ from original value

 Attempts to forge PC and/or data pointer
increases attackerÕs execution time

Empty   Code

Data pointer

Original checksum fn Malicious
checksum fn

PC



7

13

Family of Checksum Functions
 Randomized memory traversal with a family of four verification

functions, determined pseudo-randomly

Memory Content Under
Verification

PRG
Memory 

Read
Compute 
Checksum

PRG
Memory 

Read
Compute 
Checksum

PRG
Memory 

Read
Compute 
Checksum

PRG
Memory 

Read
Compute 
Checksum

Seed from
verifier

Checksum
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Family of Checksum Functions

Block 1

Block 2

Block 3

Block 4

jmp * reg

jmp * reg

jmp * reg

jmp * reg

0xXXXXXX80

0xXXXXX100

0xXXXXX180

0xXXXXXX00

 4 code blocks, 128 bytes
each

 Code placed contiguously
 Use 2 bits of current

checksum to generate
absolute address of one of
entry points of 4 code
blocks

 Value incorporated into
checksum and used by
jmp  * r eg instruction

 Use all 16 registers
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Generic Attack
 Any attack that increases

code size
 Attacker code can no longer

be placed in 512 byte region
 Attacker needs to compute

¥ Correct jump target address to
incorporate into checksum

¥ Jump address for its own
verification function

  Runtime overhead

Block 1

Block 2

Block 3

Block 4

Block 1

Block 2

Block 3

Block 4

Additional 
Instructions
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Pioneer Implementation
 Intel Xeon @ 2.8 GHz

¥ Intel Netburst Microarchitecture (Pentium 4)
¥ Key: issue max 3 µops per cycle (3-way superscalar)
¥ 64-bit extensions (limited segmentation)

Instruction  PrefetcherFront-End BTB

Instruction  Decoder

Trace CacheTrace Cache BTB

Allocator/Register Renamer

L1 Data Cache

LU SU 2xALU 2xALU ALU FP FP
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Runtime observed by Verifier

0.21511.845No-ops

0.0612.496Loop termination
condition attack

0.44412.073Data substitution attack

0.00111.953In-memory copy attack

0.04911.629Correct Execution

St. Dev.
(ms)

Avg.
runtime (ms)
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Applications
 Root kit detection

¥ Kernel runtime integrity monitor
¥ Rootkit  Detector ran every 5 seconds

7.62.2482.09Make modules

1.521.71321.396Bunzip2

1.95352Postmark

% OverheadRootkit Detect (s)Standalone (s)



10

19

Applications
 Secure verifiable patches

¥ After installing patch, verify correct and successful
application of patch

¥ Malicious code could fake patch installation

 Check software stack of mobile devices before
allowing access to corporate network
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Applications
 Verifying integrity of Trusted Virtual Machine

Monitors (TVMM)
¥ TVMM could be compromised!
¥ Pioneer checksum checks hash function
¥ Hash function does integrity of TVMM

 Check software integrity of networked
embedded devices like printers
¥ Network printers vulnerable to code injection attacks

[FX et al.]
¥ Pioneer can check software stack of network printers
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TPM + Software-based Attestation
 TPM provides load-time attestation, secure

boot
 Software-based attestation provides run-

time attestation
 TPM becomes trusted local verifier

¥Active TPM needed for this
¥TPM provides secure timing
¥TPM Attestation Identity Key (AIK) can be

used to sign Pioneer checksum

 Beneficial interaction with TPM! Two
approaches nicely complement each other
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Related Work
Hardware-based untampered

execution
¥XOM: Mutually untrusting applications

execute on (possibly) malicious OS
   [Lie et al.]
¥BIND: Link code and data produced
   [Shi et al.]

Require hardware modification to
computing platform
¥Unsuitable for legacy systems
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Related Work
 HW-based attestation

¥Load-time attestation using TCG specs [Sailer
et al.]

¥Terra: Use trusted VMM for attestation
[Garfinkel et al.]

¥Copilot: Use add-in PCI card for attestation
[Petroni et al.]

 Require special hardware or extensions to
CPU architecture
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Related Work
 Software-based attestation

¥Genuinity: Uses CPU architecture features to
distinguish between execution on actual
hardware and a simulator [Kennell et al.]
ÐAddresses a different problem. Uses Model

Specific Registers (MSR) which are slow to
read/write (~400 cycles). Attacker can simulate
MSRs faster on similar or even slightly slower CPU

ÐVulnerable to substitution attack described by
Shankar  et al.

¥SWATT: Software-based attestation for small
embedded devices
ÐDoes not work on general purpose computers
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Conclusion
 Software-based attestation provides new

approach for designing secure systems
¥Verifiable code execution guards against time-

of-check-time-of-use problem

 Works with legacy platforms
 Complements TPM-based and

virtualization-based approaches


