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Anti-Phishing System Developed

Researchers at Carnegie Mellon University's CyLab
have come up with an anti-phishing tool to protect 
users from online transactions at fraudulent Web 
sites.

The research team, led by Adrian Perrig, has 
created the Phoolproof Phishing Prevention system 
that protects users against network-based attacks, 
even when they make mistakes. The security 
system provides strong mutual authentication 
between the Web server and users by leveraging a
mobile device, such as the user's cell phone or 
PDA.

The system designed by Perrig and engineering
Ph.D. student assistants Bryan Parno and Cynthia 
Kuo makes the user's cell phone an active 
participant in the authentication process to 
securely communicate with a particular Internet 
site.

"Essentially, our research indicates that Internet 
users do not always make correct security 
decisions, so our new system helps them make the 
right decision, and protects them even if they 
manage to make a wrong decision," Perrig said. 
"Our new anti-phishing system, which operates 
with the standard secure Web protocol, ensures 
that the user accesses the Web site they intend to 
visit, instead of a phishing site posing as a 
legitimate business. The mobile device acts like an 
electronic assistant, storing a secure bookmark 
and a cryptographic key for each of the user's 
online accounts."

Phoolproof Phishing Prevention essentially provides 
a secure electronic key ring that the user can 
access while making online transactions, according 
to Parno. These special keys are more secure than 
one-time passwords because the user can't give 
them away. So, phishers can't access the user's 
accounts, even if they obtain other information 
about the user, researchers said.

Since the user's cell phone performs cryptographic 
operations without revealing the secret key to the 
user's computer, the system also defends against 
keyloggers and other malicious software on the 
user's computer. Even if users lose their cell 
phone, the keys remain secure.
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Please log in to post comments.

This is a public forum. CMP Media and its affiliates 
are not responsible for and do not control what is
posted herein. CMP Media makes no warranties or 
guarantees concerning any advice dispensed by its
staff members or readers.

Community standards in this comment area do not 
permit hate language, excessive profanity, or other
patently offensive language. Please be aware that 
all information posted to this comment area 
becomes the property of CMP Media LLC and may
be edited and republished in print or electronic 
format as outlined in CMP Media's Terms of 
Service.

Important Note: This comment area is NOT 
intended for commercial messages or solicitations
of business.
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FREE trial. Zero Down time, 
Concrete Stability, No DBA 
with Advantage Database 
Server.

Dr. Dobb's DVD: Release 
3...PRE-ORDER YOUR COPY 
TODAY!

FREE DOWNLOAD: Genero dB 
by Four J's

$50 Rebate: VMware 
Workstation! Accelerate your 
software development.

 

Tired of False Positives in Security Assessments? 
Do your current application security assessment solutions have too many false positives and negatives?
Download and try a free product from Cenzic, the #1 application security software and Software as a 
Service (SaaS) provider.

Ensure global WAN & LAN network availability 
Find out how to ensure global WAN and LAN network availability for all networked financial and banking
applications across distributed organizations. Free white papers from NetScout.

Offshore Custom Financial Application Development 
Offshore IT Development and testing projects to Mantra. Mantra is Alpharetta GA based company with a
delivery center in India. With broad financial domain experience & solid technical expertise, all projects 
are managed locally & delivered globally!

Business Class VoIP Phone Service 
Packet8 changes the way businesses communicate. Unlimited calling to the US and Canada for only
$39.99 a month including: Auto Attendant, Conference Bridge, Voicemail to Email, Music on Hold, and 
much more! 30-Day Money back Guarantee. Sign up today!

Align Business Costs with Usage. 
Connect with IBM Business Partners delivering Software as Services solutions to meet your business and
IT needs.
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